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Introduction

Content filters, for example in web applications that try to filter Cross-Site Scripting code
from user input, must consider that their input can come in lots of different character encod-
ings. The most popular character encoding is probably the ASCII standard. It encodes the
Latin characters used in the English language, Arabic digits, plus some special characters like
punctuation matks. Other popular encodings are ISO 8859-1 and the Unicode encodings
UTF-8 and UTF-16. Between these encodings the byte representation for a chosen character
may Vary.

This paper examines if and what security issues may arise from these encoding ambiguities.
The focus of this examination is on web environments using HTML and XML. Of special
interest are possible ambiguities in the encoding of characters that have special control func-
tions in HTML or XML like the less-than sign and the greater-than sign (<, >).

Internal
Content Filter Datastructures Web.
or APls Application

HTTP POST/GET

Request with Parameters HTTP Transfer

Client-
generated
Input

Client
Browser

Figure 1: Overview of Involved Components

Figure 1 illustrates the software components involved in a typical scenario. In the above fig-
ure, there is a client that generates input and sends it to the web server. This is done either by
a HTTP POST or GET request. On the server side there is a filter that checks the input for
dangerous content. This filter passes the data to the actual web application that processes it
and generates output. This output is finally delivered via HTTP to other web browsers.

The following sections present character encodings that are currently relevant in such web
environments and examines possible ambiguities with respect to their relevance for content
filters. In general problems may arise if different encodings use different byte representation
for the same HTML control character and the content filter and the consuming software
(e.g. the browser) make different assumptions on the used encoding. That way the filter
might oversee harmful content because it interprets the byte stream in a different way than
the consuming software.

Character Encodings

The following subsections present character encodings that are relevant in web environ-
ments. Section 2.1 deals with encodings that use one byte per character. This includes ASCII
and its extensions that add characters specific to languages other than English. Section 2.2
presents encodings for representing characters of Asian languages like Chinese, Japanese,
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and Korean (CJK). These encodings use multiple bytes for representing certain characters.
The Unicode standard and its character encodings ate part of section 2.3.

Single-Byte Encodings

211

Single-byte encodings that are relevant in web environments are 7 bit ASCII and its 8 bit ex-
tensions. Other single-byte encodings like EBCDIC are not relevant in this context.

ASCII

2.1.2

ASCII uses 7 bit codes for representing the English alphabet, Arabic digits and a couple of
special characters and punctuation marks. ASCII codes representing characters are split into
8 bit bytes with their most significant bit cleared.

ASCII can be considered the native character encoding of all relevant protocols and lan-
guages in the field of web applications like HTTP and HTML. So, it serves as the standard
that all other encodings must be compared to with respect to encoding differences or ambi-
guities.

Single-Byte ASCII Extensions

2.2

There are several single-byte encodings that extend ASCII with characters from languages
other than English. They all use the eighth bit that is not used by ASCII for their purposes.
Using this eighth bit allows to encode 128 additional characters for example German um-
lauts.

Examples of such 8 bit ASCII extensions are the encodings from the ISO 8859 family, DOS
codepages, and Windows-125x encodings. Moreover the encodings KOI8-R and KOI8-U
for Cyrillic characters, ISCII for Indian characters, and VISCII for Vietnamese characters fall
into this category.

Most of these character encodings fully incorporate ASCII as they take it as a basis and only
add characters by using the eighth bit. For these encodings all characters from the ASCII
range are encoded in exactly the same way as they are with plain ASCII so there are no ex-
ploitable differences or ambiguities for these characters.

Exceptions are encodings like VISCII that replaces the six least problematic ASCII control
characters (STX, ENQ, ACK, DC4, EM, RS) with the six least used Vietnamese characters.
As these control characters have no meaning in the context of web applications this re-
placement does not cause any security issues.

Multi-Byte Encodings for CJK

Asian languages like Chinese, Japanese, and Korean (CJK) use more characters than can be
encoded with 8 bits. The encodings presented in the following subsections are based on
ASCII and extend it with multi-byte combinations for representing character from the re-
spective language.
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2.2.1 Shift_JIS

Shift_JIS extends ASCII with means for encoding Japanese characters. A basic set of Japa-
nese characters is located in the area OxA1-0xDF. The bytes from the ranges 0x80-0x9F and
0xE0-OxFF are lead bytes. They indicated how the following byte should be interpreted. A
slight variation of Shift_JIS is Microsoft’s Codepage 932 [6] that is used in Windows.

Within the ASCII range there are two changes in encoding. The byte 0x5C encodes the Yen
currency symbol (¥) instead of the reverse solidus (alias backslash). The byte 0x7E encodes
an overline symbol instead of the tilde.

Security problems may arise from the fact that the reverse solidus is used as directory separa-
tor in Microsoft Windows systems. Even on Japanese Windows systems that use Codepage
932 the byte 0x5C is used as directory separator. However, it is entered and displayed as a
Yen symbol. System that receive Unicode data and work internally with Shift_JIS might con-
vert both the Unicode Yen symbol (U+00A5) and the Unicode reverse solidus (U+005C) to
the Shift JIS byte 0x5C. That way both Unicode symbols will be interpreted as directory
separator. If an application performs conversions in such a way any content filter that tries to
protect this application must be aware of this fact as it must also treat the Unicode Yen sym-
bol as potential directory separator. However the whole issue only applies to systems that
work internally with the Shift JIS encoding. For all other systems there is no risk if they or
their filters are unaware of this issue.

Note that the same problem exists for the Taiwanese Windows codepage 949. The only dif-
ference is that it contains the Won currency symbol instead of a Yen symbol at position

0x5C.

222 EUC-JP

The EUC-JP encoding is another encoding that is widely used in Japan. It combines ASCII
encoding with ISO 2022 multi-byte encoding for Japanese characters. The decision whether
a byte should be interpreted as ASCII or ISO 2022 is based on the most significant bit. If the
most significant bit is cleared, the byte should be interpreted as ASCIL. If the most signifi-
cant bit is set the byte belongs to an ISO 2022 sequence.

As a result there is no ambiguity with respect to characters from the ASCII range. Even if a
system is unaware of the face that a particular byte sequence represents EUC-JP characters,
all ASCII characters will be correctly interpreted and the ISO 2022 bytes will never misinter-
preted as ASCII characters as they have their most significant bit set.

223  Bigs

The Big5 encoding is used for encoding traditional Chinese characters. It is a double byte
character set. The first byte is in range OxA1-OxFE, the second byte is from the ranges 0x40-
0x7E and 0xA1-OxFE. It is always used in combination with single byte encoding. This is
usually ASCII or one of its variants. Bytes from the range 0x00-0x80 encode the 128 charac-
ters from the ASCII range. Bytes from 0x81-0xFF either represent a character from an 8 bit
ASCII extension or from the Big5 range. If there are conflicts the Big5 lead byte has prece-
dence. This means that character from the 8 bit ASCII extension that are represented by
bytes in the 0xA1-0xFE range cannot be used.

All characters from the ASCII range are encoded with the ASCII bytes. All double byte
combinations that encode Chinese characters have their most significant bit set. So, all char-
acters from the ASCII range are still interpreted correctly if Big5 encoded text is mistaken
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for another encoding. This is sufficient to prevent security issues for all languages or proto-
cols that are based on the ASCII encoding.

224 GB2312

GB2312 is another double byte encoding for Chinese characters. Besides those, it also allows
encoding of Japanese, Greek, and Cyrillic characters. Moreover, it contains the ASCII range
of characters. For encoding characters outside the ASCII range a lead byte from the range
0xA1-0xF7 and a second byte from the range O0xA1-0xFE are used.

Again, for ASCII characters there exists no ambiguity if a string is misinterpreted as plain
ASCII or some of its variants.

2.3 Unicode

Unicode is a standard that tries to offer encodings for all possible characters from all possi-
ble languages. Each character is assigned a number, a so-called code point. These code
points are usually written in hexadecimal form like U+007A for the small Latin character z.
The lower 256 code points are equivalent to the ASCII extension ISO 8859-1 that is used for
encoding western languages like English or German. For encoding these code points into
byte sequences, there exist multiple so-called Unicode Transformation Formats (UTT).
Popular Unicode Transformation Formats are UTF-8, UCS-2, UTF-16, UCS-4, UTF-32 and
GB18030. The following subsections present these popular standards for encoding Unicode
text.

2.3.1 UTF-8

UTF-8 uses a variable amount of bytes for encoding characters. Characters from the 7 bit
ASCII range are encoded with just one byte. So UTF-8 is compatible with ASCII in a way
that there is no difference between UTTF-8 and ASCII as long as only characters from the 7
bit ASCII range are encoded. All ASCII encoded texts are also valid UTT-8.

For all characters outside the 7 bit ASCII range, UTF-8 uses sequences of two to four bytes
for representation. Every byte from such a sequences has its most significant bit set. That
way there exists no ambiguity for characters from the ASCII range, even if the processing
system does not understand UTF-8 and assumes the text to be ASCII or one of its 8 bit ex-
tensions.

Another important compatibility feature of UTF-8 is that is does not contain any null bytes
in contrast to other Unicode encodings like UTF-16 or UTF-32.

The following figure from RFC 3629 [1] illustrates the encoding scheme of UTF-8. Charac-
ters from the ASCII range, with code points below U+007F are encoded like they are in
ASCIL. They are represented by a 7 bit code, the most significant bit of each byte is cleared.
Character with higher code points use two to four bytes. The first byte starts with a sequence
of ones followed by a zero. The number of ones indicates the length of the byte sequence.
The following bytes in the sequence have their most significant bit set to one, followed by a
zero. All other bits are used for actually encoding the character. In the figure below these bits
are marked with an x:

Char. nunber range | UTF-8 octet sequence
(hexadeci mal ) | (bi nary)

—-CONFIDENTIAL--



L
EUROSEC

0000 0000- 0000 007F | OXXXXXXX

0000 0080-0000 O7FF | 110xxxXX 1OXXXXXX

0000 0800- 0000 FFFF | 1110xxxx 10OXXXXXX 1OXXXXXX

0001 0000-0010 FFFF | 11110xxx 10XXXXXX 10XXXXXX LOXXXXXX

Note that not all byte sequences are valid UTT-8 sequences. Chances that text in traditional
encodings like ISO 8859-x are valid UTF-8 are small. This allows UTF-8 decoders to detect
if it is falsely trying to decode a ISO 8859-x encoded text.

As characters from the ASCII range use exactly the same byte representation as they do in
ASCII and as all multi-byte encoded characters have their most significant bit set there is no
ambiguity in the encoding of these characters that could lead to security issues.

A topic that can lead to security issues are overlong sequences. The UTF-8 encoding scheme
allows to use different byte representation for the same character. For example the slash
character (/) could be encoded with the following byte sequences:

2F 00101111
CO AF 11000000 10101111
EO 80 AF 11100000 10000000 10101111

FO 80 80 AF 11110000 10000000 10000000 10101111

The shortest form is encode this character with the byte 0x2F. However according to the en-
coding scheme the other three byte sequences would be decoded to the same value by a na-
ive decoder.

The original UTF-8 specification left some room for interpretation on how these overlong
sequences should be handled. It only said that such encodings should not be produced.
However how they should be decoded if they are encountered was not clarified. As a conse-
quence many decoders treated these overlong sequences as valid representations and de-
coded them into the respective character. RFC 3629 and newer version of the Unicode stan-
dard clarified the handling of these overlong sequences. They must not be decoded.

However, wrong decoding of overlong sequences caused security vulnerabilities for example
in Microsoft’s Internet Information Server (IIS) [2] [3]. The URL filter that filters sequences
like /../ that represent relative paths did not consider ovetlong representations. For example
while it matched the hexadecimal byte sequence 0x2F 0x2E 0x2E 0x2F and recognized it as
representation of /../ it did not match the overlong sequence 0x2F 0x2E 0x2E 0xC0 OxAF
that represents the same string. The part of the server that performs the file system opera-
tions however decoded the overlong sequence. So as the filter and the actual string consum-
ing function decoded the byte representation differently, it was possible to bypass the filter.

The problem of overlong sequences can be tackled at two points. In the actual string con-
suming system or in the upstream filter component:

- If the string consuming system does not decode overlong UTF-8 sequences, they
cannot cause any harm. So consuming applications that strictly implement the UTT-8
specification sufficiently solve the problem.

- As an alternative, the problem can be solved in an upstream filter. This filter usually
decodes the input string into its internal representation for processing. As long as this
internal representation is not UTF-8 but for example UTF-16, it does not even harm
if the filter decodes overlong sequences. During the conversion to the internal repre-
sentation both the overlong sequences and the proper representation are mapped to
the same internal representation. As the filter mechanism only works on this repre-
sentation there is no ambiguity in the filtering process. However, it is important that
only the text from the internal representation is passed on to the consuming system.
The original byte sequence, possibly containing overlong sequences must not be

passed.
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So, in order to misuse overlong sequences two conditions must be met: The consuming sys-
tem must decode overlong UTF-8 sequences while the filter is unaware of UTTF-8 and does
neither convert the string into an internal representation like UTF-16 nor does it filter for
overlong sequences.

Note that the problem of overlong sequences is not strictly a problem of the filter but mainly
a problem of the consuming software components not fully adhering to the UTF-8 specifica-
tion.

2.3.2 UTF-16

UTF-16 is a variable length encoding for Unicode characters. Most characters are encoded
with 16 bits. However, some require 32 bit for encoding. They are encoded by a combina-
tion of two 16 bit sequences, so called surrogate pairs.

There exists a related encoding named UCS-2. It is technically identical to UTF-16, except
that it is limited to a fixed 16 bit encoding, i.e. it does not allow surrogate pairs that were in-
troduced with Unicode 2.0. With this limitation only characters from the old Unicode 1.1
standard can be encoded. In the current Unicode standard this set of characters is called the
Basic Multilingual Plane (BMP).

UTF-16 or UCS-2 are used by most Unicode aware programming languages, frameworks,
and systems for internal string representation (e.g. Java, NET, Windows NT, Mac OS Co-
coa, Python).

For compatibility reasons the characters from ISO 8859-1 are encoded with their ISO 8859-
1 byte sequence padded with zeros to fill 16 bits. So, the dot symbol with the ASCII byte
representation 0x2E becomes the byte sequence 0x2E 0x00 in little-endian UTF-16. En-
coded in big-endian UTF-16 it becomes 0x00 0x2E.

For indicating the byte order, the sequence OxFEFF is used as Byte Order Mark (BOM) [4]
at the beginning of text files. In the wrong order it reads as OxFFFE. As this sequence does
not encode any character, systems that encounter this sequence at the beginning of a file
know that they have to swap bytes for decoding the text. In situations where a side channel
(e.g. HTTP header) is used for indicating the byte order the character encoding names UTF-
16BE and UTT-16LE are used.

When filtering and interpreting UTF-16 byte sequences, encoding ambiguities can arise from
two points:

- Depending on the assumed byte order a UTF-16 byte sequence can be interpreted in
two ways. Even characters from the ASCII range that are used for control purposes
in languages like HTML are affected by these interpretation ambiguities.

- Characters from the ASCII range are padded with zeros. So, when filters that assume
the string to be ASCII search for character sequences, they will not find them be-
cause of the interspersed null bytes. However finding single characters from the
ASCII range will work fine as they use the same byte representation. The neighboring
null byte padding does not prevent this.

The following example illustrates how the same byte string is treated differently depending
on the byte order that is assumed. Given is the following byte sequence in hexadecimal nota-
tion:
3C 00 73 00 63 00 72 00 69 00 70 00 74 00 3E 00 61 00 6C 00
65 00 72 00 74 00 28 00 22 00 68 00 65 00 6C 00 6C 00 6F 00

20 00 77 00 6F 00 72 00 6C 00 64 00 21 00 22 00 29 00 3C 00
2F 00 73 00 63 00 72 00 69 00 70 00 74 00 3E 00
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Interpreted with the proper byte order (in this case little-endian) the above byte string can be
decoded to the following string:

<script>alert("hello world!")</script>

However, if the wrong byte order is assumed the same byte sequence decodes to this string
of mainly Asian characters:

OPURIEE RS ORI D AR R BRI BRBESRYYO D DD IREYER D

If and how these encoding ambiguities can be exploited to bypass unaware filters is dis-
cussed in section 3.

2.3.3 UTF-32

The UTF-32 encoding format for Unicode is similar to UTF-16. The exception is that all
characters are encoded in 32 bit. Because of the larger address space, the combination of sut-
rogate pairs is not necessary. All characters use a fixed encoding of 32 bit. Characters from
ISO 8859-1 use their respective encoding padded with zeros. The format UCS-4 for ending
Unicode characters is functionally equivalent to UTF-32.

UTF-32 can be used with either big-endian or little-endian byte order. The byte sequence
0x00 0x00 OxFE OxFF serves as byte order mark.

Regarding the security of content filters the potential problems of UTF-16 apply. The differ-
ent byte orders and the usage of more than one byte for ending characters from the ASCII
range might lead to vulnerabilities under certain circumstances. Details are discussed in sec-
tion 3.

234 GB18030

GB18030 is a national standard of the People’s Republic of China for encoding Unicode
characters. It is a superset of ASCII just like UTF-8, but in addition it maintains compatibil-
ity to the Chinese character encoding standard GB2312. That means all characters from
GB2312 are encoded with their respective sequence of two bytes. All other characters from
the Unicode repertoire are encoded with a sequence of four bytes.

From a security perspective there should be not issues with this character set. All characters
from the ASCII range use exactly the same byte representation as they do with ASCII. Fur-
thermore, there is no byte order that must be considered. So, with respect to HTML content

filters and similar software there should be no issues even if they do not know about
GB18030.

3 Problem Scenarios

From the above discussion of popular character encoding schemes it is noteworthy that the
following scenarios can be considered safe:

- UTF-16/32 encoded text that is treated as ASCII when searching for single charac-
ters from the ASCII range. This scenario is especially relevant for filters that are igno-
rant of these Unicode encodings and always assume the input to be ASCIIL. Both
UTF-16 and UTF-32 use the same byte representation for characters from ISO 8859-
1 as this ASCII-based encoding only padded with zeros. So, filters that assume the

10 ---CONFIDENTTAL---



L
EUROSEC

input is encoded in ASCII or ISO 8859-1, can still detect the characters they want to
filter as long as they ignore the null bytes and do not treat them as string terminators.
They are even able to substitute these characters with other characters from the ISO
8859-1 range.

- Text encoded in an encoding other than UTF-16/32 that is treated as ASCIL. This
includes text encoded in UTF-8, Shift_JIS, EUC-JP, Big5, GB2312, and the ISO
8859-x family. As these encodings are ASCII supersets even filters that are ignorant
of these encodings and assume the input to be ASCII are able to filter both single
characters and character sequences.

This means that systems that are ignorant of character encodings and Unicode and still as-
sume every text to be ASCll-encoded do not need to fear any security issues as long as the
text is treated as ASCII throughout the whole processing chain. Note that for web applica-
tions this includes the client web browser that must assume the text to be ASCII encoded. It
must not interpret this text as UTF-16 or UTF-32 because of any automatic character set de-
tection mechanisms. Details about these mechanisms are discussed below.

In contrast to the scenarios above, the following scenarios must be considered dangerous as
they might allow to bypass the filter:

- Unicode text that is filtered as Unicode but is converted to Shift_JIS in the consum-
ing system with a mapping from U+00A5 (Yen symbol) to 0x5C which lives a double
life as Yen symbol and directory separator (backslash substitute) on Microsoft Win-
dows systems. Obviously this scenario is limited to systems that use the Japanese en-
coding Shift JIS for their internal string representation and convert U+00A5 to
0x5C and use an filter that is unaware the implications of this conversion. So for
most web applications, especially outside Japan, this scenario is irrelevant.

- Overlong UTF-8 sequences in combination with an unaware filter and a consuming
system that decodes and processes these sequences. So, this scenario requires both a
filter that is either unaware of UTF-8 or cannot properly handle overlong sequences
and a consuming system that also does not properly handle overlong sequences. The
likelihood that these conditions are met is reduced as the consuming systems in the
web context are usually web browsers and their current versions can properly handle
overlong sequences. Nevertheless, filters should be aware of overlong sequences and
should not allow them in user input.

- UTF-16/32 text that is interpreted as ASCII by a filter that searches for character se-
quences. Because of the interspersed null byte paddings, the filter will not match the
search sequence. If the consumer system interprets the text as UTF-16/32 it might
execute the code the filter missed. The prerequisites for this to happen are discussed
below in this section.

- ASCII encoded text that is treated as UTF-16/32. The input is encoded in ASCII but
the filter interprets it as UTF-16/32 and filters accordingly. Characters like < or > are
not recognized. They are evaluated with their neighboring bytes into some other
character. If the consuming system interprets the text as ASCII it is possible to by-
pass the filter as filter and the consuming system interpret the input differently.
Again, the prerequisites for attacks that exploit this are discussed below in this sec-
tion.

- UTF-16/32 encoded text that is interpreted by the filter and the consuming system in
different byte orders. This could happen if the text comes with contradicting content
type information and BOM. Another possibility is that one system respects the at-
tached byte order information while the other ignores it and uses its native byte order
which might be different. In both cases the filter and the consuming component
work on different interpretations of the same byte sequence which allows to bypass
the filter. Details are discussed below together with the other UTF-16/32 related sce-
narios.

---CONFIDENTIAL--- 1
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From these scenarios especially the last three appear dangerous and relevant for real world
conditions. However, they require an attacker to influence the way the systems further down
the processing chain interpret the submitted byte string. The following paragraphs give a
short overview of how character encodings are handled in the context of HT'TP and web
forms.

Parameters to GET requests cannot carry any information about the used encoding. Web
browsers usually send them in the same encoding the page with the web form was encoded
in. So for parameters to GET requests web applications can only assume that the received
data is in the same encoding as the form. Other reliable means for determining the encoding
scheme do not exist.

With POST requests the situation is slightly different. Their encoding can be indicated with
the HTTP content type header. Unfortunately poorly-written server-side scripts got, and
sometimes still get confused if the content type header contained information about the used
character encoding. So, browsers developers decided not to include this information which
means that web application can still only assume that the browser used for its submission the
encoding of the web form.

Another possibility is to submit data in a HTTP POST request with a MIME multipart mes-
sage. MIME multipart messages can carry information about the used encoding. However,
again because of poorly-written applications, browser include this information only if it dif-
fers from the encoding of the page containing the form.

The only mechanism that is somewhat usable in the real world is a protocol extension intro-
duced by Microsoft. If the form contains a hidden field with the name “_charset ”, the
browser submits the name of the used character encoding as value. This feature is also im-
plemented in Mozilla and is part of the current working draft for the Web Forms 2.0 specifi-
cation.

2

Because of the shortcomings of the different mechanisms, most web applications simply as-
sume that the submitted encoding matches that of the web form. As a result, an attacker
usually has no possibility to influence the way his submitted byte stream is processed by the
filter or the web application.

The other interesting system in the processing chain is the web browser that interprets the
HTML page that might contain data submitted by an attacker. The HTTP protocol allows
the web application to specify the used character encoding in the header. However, the
HTTP header can usually not be influenced by an attacker. So usually the only chance for an
attacker to influence the way the web browser interprets the page is to instrument browser
mechanisms for automatically detecting the character encoding used by a web page.

For example the Microsoft Internet Explorer comes with such an automatic detection
mechanism that is turned on by default. The used algorithm tries to guess the right encoding
by analyzing the distribution and usage frequency of certain byte patterns in the web page.
But the exploitability of this feature seems to be limited as it does not seem to be possible to
persuade the browser to interpret text delivered as ASCII or ISO 8859-1 as UTF-16/32 by
submitting the right byte patterns into the web page. The other way around, tricking the
browser into thinking a UTF-16/32 page is actually ASCII, does not seem to work either.

This can only be achieved with a BOM. When the HTML file starts with a UTF-16 BOM it
is interpreted as UTF-16 no matter what the HTTP header says. Similarly big-endian docu-
ments get interpreted as little-endian if the BOM is swapped no matter what the HTTP
header says. However, these mechanisms are usually not available for an attacker as they re-
quire to control the first two bytes of the delivered page.

With Mozilla Firefox the situation is similar. It also comes with a mechanism for automati-
cally detecting the used encoding. The difference is that this mechanism is turned off by de-
fault. So, if present, only the HTTP header or the equivalent meta tag in the HTML page can
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influence what encoding scheme is used for interpreting the delivered byte string. This be-
havior conforms to the HTML 4.01 specification (section 5.2.2) [5] that demands clients to
use the encoding specified in the HTTP header if present. With Mozilla Firefox, the only ex-
ception are UTF-16/32 files with BOM. The BOM has precedence over the HTTP content
type header. But as discussed above, the BOM usually cannot be altered by an attacker.

For the last three scenarios from the above list, this means the following:

- The scenario with UTF-16/32 text that is treated as ASCII by the filter but as UTF-
16/32 by the rest of the processing chain, including the client web browset, could
occur in the real world. It would mean that a web application that delivers content as
UTF-16/32 is coupled with a separate filter software that does not know about Uni-
code and UTF-16/32 or that treats the input as ASCII because of an misconfigura-
tion. Chances that such a combination exists in the real world can be considered low
as UTF-16/32 is only scarcely used for encoding web pages.

- The next scenario, ASCII text that is interpreted as UTF-16/32 by the filter but as
ASCII by the browser will usually not occur in practice. As the text is delivered as
ASCII to the browser, the application will assume that all input is in ASCII, too. So,
for an attacker there will be no possibility to trick the filter into treating the submitted
text as UTF-16/32. The only exception would be a filter that tries to detect the en-
coding of the submitted data and switches to UTF-16/32 mode if it encounters a
byte string with interspersed null bytes. However, this can be considered unlikely.

- Attacks based on the byte order of UTF-16/32 do not seem feasible as in practice an
attacker has neither the possibility to indicate a byte order when for the submitted
data nor can he influence the byte order mark when the data is delivered to the web
browser.

So, there exist a couple of scenarios where differences in character encoding schemes can be
exploited for bypassing filters in web applications that try for example to eliminate Cross-Site
Scripting attacks. However, as discussed above, most of the scenarios require conditions that
are rather unlikely to be met in the real world.

Conclusion

As a result, one can say that ambiguities between the different encodings are limited because
of they all feature compatibility to ASCII to a certain degree. Least problematic with respect
to web applications are the differences between the single-byte or variable width encodings
like the ISO 8859-x family, UTF-8, or Big5 as they are supersets of ASCIIL. Only few of them
incorporate small changes within the range of ASCII characters.

For web applications and content filters that aim for example at Cross-Site Scripting attacks,
the following points are valid advises:

- The filter must work with the same character encoding that the web application de-
livers its content in. This is especially important if the web application delivers its
content as UTF-16/32.

- The web application must explicitly tell the web browser what character encoding is
used for the delivered content. The preferred way to do this is by using the HTTP
content type header directly. This eliminates the need for algorithms that try to
automatically detect the encoding of the delivered page in the browser.

- If the used character encoding is UTT-8, the filter should be aware of overlong UTF-
8 sequences and should not allow them to pass the filter. Although most current cli-
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ents should treat them properly, this measure reduces the risk for those applications
that still decode and interpret these sequences.

So, for a filter trying to remove malicious code fragments there are relatively few problems
with respect to the different character encodings. The area where much more problems exist
is when it comes to the question of what characters, bytes or sequences of them should be
filtered, because parsers do not always strictly adhere to the specification.

For example the Microsoft Internet Explorer ignores null bytes in HTML files altogether.
This means that an attacker can intersperse arbitrary numbers of null bytes in for example a
script tag. Internet Explorer will ignore them and interpret the malformed script tag as script
tag. Filters that do not know about such parser-specific idiosyncrasies will only perform strict
searches for the character sequences of a script tag. Another example is that Internet Ex-
plorer interprets the grave accent, also known as backtick or backquote, as a single quote.

So, filters must know about all standard deviations of all web browsers or other applications
that consume the delivered content. As this is virtually impossible any filtering on the server
side can only help to a certain degree even if the effects of different character encodings are
solved.
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